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US Businesses and privacy
lawyers are hugely divided over
a new bill that would allow
technology andmanufacturing
companies and the US
Government to share internet
traffic data.
On 26 April, the House of
Representatives passed the
Cyber Intelligence Sharing and
Protection Act (CISPA), which
was introduced in November
2011. Although supported by
more than 800 US companies -
including IBM, Facebook and
AT&T - the law is fiercely
opposed by privacy groups and
civil rights organisations.CISPA
will “almost definitely” violate
civil rights and invade privacy,
said James Skyles, Partner at
Skyles Law, although he under-
stands why companies support
the Bill: “The economic impact
of data information sharing
would be a positive one.”
Under CISPA, which is an
amendment to the National

Security Act of 1947, govern-
ment cybersecurity agencies
would be permitted to share
data with private businesses
and companies may share
information with the govern-
ment on a voluntary basis.
Participating businesses would
enjoy full legal immunity from
any legal action brought by
consumers who wish that their
data remains private.“Whether
or not [CISPA] succeeds can
only be determined bywhether
or not the private sector takes
advantage of the new
freedoms”, said Skyles. “It is a
horse to water issue. The law
does not force anyone to do
anything, itmerely opens up the
doors.”Skyles adds that“CISPA
is vaguely worded, which casts
doubt as to both its impact and
its enforceability.” Regarding
privacy concerns, he says that
“issues arise as to whether or
not an individual can waive
certain privacy rights by

clicking‘I accept’on an enduser
licensing agreement. People do
this every day without even
thinking about it.”
Aaron Kelly, of Kelly Warner
Law, points out CISPA does
include a provision that gives
citizens the right to sue the US
Government: “It is probably
going to come down to the first
lawsuit. If a citizen believes
their rights have been violated,
they decide to file a lawsuit and
win, thatwould set precedence.”
US President Obama has said
he "strongly opposes" the Bill
since CISPA ‘could seriously
damage individuals' privacy’.
Obama has threatened to veto
the Bill. The Obama adminis-
tration backs another piece of
legislation, a Senate bill that
would give the Department for
Homeland Security the power
to set security standards for the
internet and its users.
The Senate is expected to vote
on CISPA within two weeks.

A German court has ruled, on
20April, thatYouTube, the US-
based online video-sharing
platform, is responsible for
removing copyright infringing
material from its website and as
such is liable for copyright
infringements committed by its
users.
The legal proceedings insti-
gated by German copyrights
collection society GEMA ‘were
to determine the fundamental
responsibility of YouTube for
the contents users publish on its
website,’ said GEMA, who
sought to sue the Google-
owned subsidiary over twelve

music videos it alleged were in
breach of copyright.
“The ruling is a pyrrhic victory
for GEMA,” said Marc L.
Holtorf, Partner at Clifford
Chance LLP. “YouTube was
convicted in 7 out of the 12
cases because it took themmore
than 1½ months to block the
allegedly infringing videos.”
YouTube maintained that its
offering of a ContentID system
was enough to combat piracy,
described on itswebsite as a tool
that lets ‘rights owners identify
user uploaded videos
comprised entirely or partially
of their content’.

However, the court ruled
further“YouTubemust improve
the handling of its existing
filters in order to comply with
the legal requirements,”
explained Holtorf.
Either party can still appeal
the judgment “but if I were
YouTube I wouldn’t,” said
Holtorf.“YouTube's reaction to
notices to take down infringing
material were just too slow,
which is something that can be
adjusted by implementing faster
internal processes for blocking
content after receipt of a notice
to take down allegedly illegal
content”.

US strongly divided over
new anti-cybercrime bill

The implementation of anti-
piracy measures set out in the
UK’s Digital Economy Act
(DEA) are to be delayed until at
least 2014, a Department of
Culture Media and Sports
(DCMS) spokesperson has
confirmed. The delay was
caused by the BT/Talk Talk legal
challenge, which - although
ruled unsuccessful - has resulted
in minor amendments to the
legislation. “The court ruled
ISPs should not have to pay any
element of the qualifying costs
in complying with the DEA,”
explained the DCMS.
Consequently, a further impact
assessment will be carried out
before implementation.
“It is no surprise that the
DEA has been further delayed,”
said Andrew Tibber, Senior
Associate at Burges Salmon.
ISPs have been opposed to the
measures requiring them to
send warning letters to
customers suspected of
copyright infringement since
the DEA was passed in 2010.
“ISPs will save the time and
expense of complying for the
time being,” adds Tibber “but
the recent decisions of
Newzbin2 and Pirate Baymake
it clear that they will play a role
in the policing of internet file
sharing, one way or the other.”

UK’s Digital
Economy Act
delayed again

German court rules YouTube
is liable for its users’ content
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Appreciating privacy
The use of mobile applications has
been on the rise ever since mobile
apps became popular in 2008. The
term ‘app’ was named ‘Word of the
Year’ by the American Dialect
Society in 2010 and at the end of
2011, more than half a million third-
party apps were available globally.
Nowadays, tens of millions of
people around the world use mobile
applications on a daily basis. For
large, consumer-facing companies
it is almost impossible not to offer
your customers a decent mobile
application these days. The
increasing use of mobile apps has
made many products and services
more appealing, attractive and
accessible, and has become part of
many self-respecting companies’
branding and marketing strategy.
However, downloading a mobile
app is not a one way street.
Although the user is offered
information, a product or a service,
security issues and privacy
concerns are increasingly being
addressed by regulators around the
world. In the United States, mobile
apps have caught the attention of
the Federal Trace Commission
(FTC) and the US Congress has
expressed its concerns about
mobile apps sharing data and
copying information. The White
House, as well as the US
Department of Commerce, have
also announced that they will take

action to regulate the mobile app
ecosystem. A few companies that
have gone too far in gathering
information from their customers
have highlighted the need to strike
a balance between information
sharing and invasions of privacy.
Last February, San Francisco-based
Path – ‘the smart journal that helps
you share life with the ones you
love’ – shared a bit more than users
thought they were signing up to, it
quietly uploaded users' iPhone
address books without permission.
A week later, it turned out that the
users of the feature ‘Find Friends’,
on the social media website Twitter,
handed over every phone number
and email address in their phone,
something they were not aware of
and Twitter had not clarified. Shortly
after Twitter came clean,
Foursquare, Foodspotting,
Facebook, Instagram and a number
of other companies announced
they planned to clarify their privacy
policies. Industry experts believe
these companies are just some of
the numerous businesses that store
user information to, ultimately, use
for advertising purposes. The app
developer Dustin Curtis wrote on
his blog that it was ‘essentially
standard practice for app
developers to send users’ entire
address books to their servers for
storage without their permission’.
But not only address books are
copied, sensitive location data is

often also collected. Many US
politicians wonder ‘How could this
happen?’. As a result, the new
Judiciary Subcommittee on Privacy,
Technology and the Law has
started its first hearings on 10 May.
On the witness list are Apple and
Google, amongst others. The
Subcommittee will aim to ‘make
certain that protecting consumers’
privacy will keep pace with
advances in technology’. And
perhaps that is exactly where the
problem lies, do current privacy
laws properly cover rapidly evolving
technologies that are being used in
smartphones, tablets and cell
phones? Given the latest
developments, the answer should
most likely be answered negatively.
Is merely making recommendations
to the industry sufficient, such as
the FTC’s report, ‘Protecting
Consumer Privacy in an Era of
Rapid Change: Recommendations
for Businesses and Policymakers’,
published at the end of March,
announcing to start a dialogue with
the industry. This makes you
wonder whether that approach is
too naïve: are many app developers
really interested in privacy
concerns? After all; the mobile apps
industry is still growing rapidly and
commercial advertising
opportunities seem endless. The
sky is the limit, if privacy wasn’t
such an issue.
Michiel Willems
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AT A GLANCE

EEUU – A newly formed European e-commerce association, Ecommerce Europe, made up of
ecommerce associations from Belgium, France, Denmark, Italy, the Netherlands, Norway and
Sweden, aims to lobby EU lawmakers on ecommerce issues. 
UUSS - A report by the Office of the United States Trade Representative, into the approach US
trading partners have to the protection of IP rights, finds 13 countries lacking, including Canada
and China. 
EEUU – Selling downloadable ‘used’ licenses for copyrighted computer programs is legitimate
provided the licence terms do not bar reproduction without consent, a European Court of Justice
advisor has said. 
UUKK – The High Court has ordered five UK internet service providers to block access to illegal file-
sharing website The Pirate Bay.
GGlloobbaal – Facebook has launched an anti-virus marketplace, offering free software downloads.
EEUU – Only EU companies can register for ‘.eu’ domain names, a European Court of Justice
advisor said. 
GGlloobbaall – Mobile network O2 has launched a mobile wallet application that allows users to transfer
up to £500 via text message.
EEUU – The European Court of Justice has ruled that information stored under data retention laws
can be disclosed to copyright holders to identify illegal file sharers. 
UUKK – The UK’s Serious Organised Crime Agency has shut down 36 web domains involved in
selling stolen credit and debit card data. Its own website was hacked on 3 May.

UK - Cookie law enforcement will be ‘pragmatic and realistic’, says ICO
The UK Information Commissioner (ICO), Christopher Graham, has announced that enforcement
of the cookie law will be “pragmatic and realistic”, when the moratorium on enforcement is lifted
on 26 May 2012. The UK cookie consent law - which implements the EU Privacy and
Communications Directive - came into effect last year in May, but enforcement was stalled by the
ICO to allow businesses time to find adequate solutions. The law requires users' consent before
cookies can be installed on their computers. “Despite the sensationalist claims made by some,
the truth is that the threshold for monetary fines under UK data protection law is so high, that
fines for this type of breach (in the UK) are extremely unlikely”, said Eduardo Ustaran, Partner at
Field Fisher Waterhouse. “However, it would also be extremely foolish to assume that in the
absence of fines, non-compliant websites are simply off the hook. Quite the opposite - the ICO
will focus instead on ensuring that infringing sites are forced to get their house in order within a
limited period of time and therefore, both undertakings and enforcement notices will become the
preferred enforcement tool.” Commissioner Graham also stated that the enforcement of analytics
cookies is not the “top priority”. 
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Introduction
The last few years have not been
kind to internet service providers
('ISPs') seeking to remain neutral
and keep out of the battle with
rights holders over illegal file
sharing.  BT and Talk Talk have
recently lost their appeal1 against
the implementation of measures
in the UK Digital Economy Act
2010 ('DEA') which will require
ISPs to send warning letters to
customers who appear to be
downloading illegal files (and, if
those customers do not cease
ultimately to cut them off)2, and
BT has also lost its battle to avoid
being required to prevent its
internet service customers
accessing a popular website which
enables users to locate and
compile copyright-infringing
content, such as films and TV
programmes (the 'Newzbin
Service')3. 

Newzbin1 
On 29 March 2010 the High
Court handed down a landmark

decision in Twentieth Century Fox
Film Corporation and others v
Newzbin Limited4. The decision
was the first in which the UK
courts have considered, in an
internet context, infringement of
copyright under section 16 of the
Copyright, Designs and Patents Act
1988 (the 'CDPA').  
The claimants in the case were
the following rights holders:
Twentieth Century Fox Film
Corporation, Universal City
Studios Productions LLP, Warner
Bros Entertainment, Inc.,
Paramount Pictures Corporation,
Disney Enterprises, Inc., and
Columbia Pictures (the
'Claimants').  The defendant was
Newzbin Limited, operator of the
Newzbin Service (the 'Defendant').
Section 16 of the CDPA, makes it
a primary infringement of
copyright in a work to do any of
the following without the
copyright owner's consent: (i)
copying the work; (ii)
communicating the work to the
public (which includes, under
section 20(2)(b) of the CDPA,
making the relevant work available
via electronic transmission in such
a way that members of the public
may access it at a convenient time
and place chosen by them); and
(iii) authorising another to do any
of the above acts.
The Claimants alleged that the
Newzbin Service breached the
CDPA by: (a) authorising acts of
infringement by its members; (b)
procuring, encouraging and
entering into a common design
with its members to infringe; (c)
communicating the claimant's
copyright works to the public,
namely the Defendant's members,
by electronic transmission. By
contrast, the Defendant claimed to
be running a simple ‘content
agnostic’ indexing service.
Mr Justice Kitchen found that the
Newzbin Service had been
designed with the intention of

making copyright infringing
material available to its members
and, as such, it had engaged, with
its members, ‘in a common design’
to infringe the Claimants'
copyright.  The Defendant had
encouraged its editors to make
reports on copyright-protected
films and helped its members
engage in copyright infringement
by (in addition to providing access
to the infringing content) giving
advice on how to download such
content, through sharing forums
on the Newzbin Service.  The
Newzbin Service was found to
breach sections 16 and 20 of the
CDPA because the copyright works
were communicated to the public
via electronic transmission at a
convenient time and place chosen
by the user.

Newzbin2
Following the 2010 judgment, the
Defendant closed down the
original website and went into
voluntary liquidation. However, a
few days later, a successor website
‘Newzbin2’ appeared which
continued to offer the Newzbin
Service. However, whereas the
original website had servers located
in the UK and a domain registered
to a company in England, the
Newzbin2 website had servers in
Sweden and a domain name
registered to a company in the
Seychelles5.  As a result, the
Newzbin Service was no longer in
the UK court's jurisdiction.
Therefore, the Claimants turned
to UK-based ISPs, seeking an
injunction against BT to oblige BT
to block its internet service
customers from accessing the
Newzbin Service6. The injunction
was sought under section 97A of
the CDPA, which provides: ‘The
High Court... shall have power to
grant an injunction against a
service provider, where that service
provider has actual knowledge of
another person using their service
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Illegal file sharing - Newzbin
and the Digital Economy Act
Illegal file sharing, and whether
internet service providers (ISPs)
should be held responsible for
preventing such activities, has been
debated extensively in the courts.
Now following the failed appeal by
BT and Talk Talk against measures
in the UK Digital Economy Act,
which will require warning letters to
be sent to customers believed to
be downloading illegal files, it
seems that ISPs will have to step
up to the mark. Robert Blamires
and David Naylor, of Field Fisher
Waterhouse LLP, look at the latest
developments in a series of cases
involving the Newzbin Service, and
the latest developments to the
controversial Digital Economy Act.
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injunction being imposed was that
such an injunction would be
contrary to Article 12(1) of the E-
Commerce Directive (2000/31)8

(the 'E-Commerce Directive'),
which provides an exclusion of
civil and criminal liability for
service providers which are ‘mere
conduits’, that is, in general terms,
where information merely flows
through the service without the
provider knowing what it
comprises, where the provider does
not initiate or modify the flow.
This argument failed as Article
12(3) explicitly states that the
protection does not prevent a court
from requiring a service provider
‘to terminate or prevent an
infringement’. In other words,
Article 12 does not prevent an
injunction from being imposed.
Monitoring
The fourth argument also related
to the E-Commerce Directive,
focussing on Article 15(1), which
prohibits intermediaries from
being placed under a general
obligation to monitor the
information transmitted through
their services.  Mr Justice Arnold
agreed with the Claimants that
monitoring was not what was
required in this case and, even were
it to be, it would be specific and
limited, not general, as per the
distinction in L'Oréal SA v eBay
International AG (C-324/09) July
12, 2011 ECJ9.
Human rights 
BT's fifth and final argument
against the court having the power
to grant an injunction was that
such an injunction would
contravene BT's rights to free
expression, under Article 10(1) of
the European Convention of
Human Rights (the 'Convention').
Mr Justice Arnold weighed these
rights against the Claimants' rights
to peaceful enjoyment of
possessions, under in Article 1 of
the Convention, and the found the
balance to be in the Claimants'

favour; the necessity and
appropriateness of protecting the
Claimants' Article 1 rights
outweighed any Article 10 rights of
the Defendant.

The court's discretion
BT's three arguments as to why
(even if the court had the power to
impose an injunction) it should
not exercise its discretion to do so
were: (i) that the scope of the
injunction was too wide, as it
covered all of Newzbin's content
when only 70% of it was infringing
material; (ii) a public policy
consideration that to grant an
injunction in this case would be to
open the floodgates to litigation on
the same issues; and (iii) that any
order would be redundant in any
event (because circumvention of it
would be easy).
All three arguments were
rejected. Tackling the first
argument, Mr Justice Arnold held
that the injunction should cover all
content on the Newzbin Service
(for the benefit of the third party
rights holders not party to the
case).  Secondly, while this was a
test case, it would not necessarily
open the floodgates because other
applicants would still need to put a
substantial amount of evidence
before the court. As for the third
argument, although Mr Justice
Arnold appreciated that it was a
real concern, his view was that the
injunction was justified even if it
only prevented access to a
minority. 

Newzbin3
On 26 October 2011 Mr Justice
Arnold handed down the terms of
the injunction in the Newzbin2
case. The injunction requires BT to
use its blocking technology,
Cleanfeed.  BT had raised concerns
that Cleanfeed is only included in
some of its services, and not those
provided to large businesses or
public bodies. Proportionality was

ONLINE COPYRIGHT
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to infringe copyright.’
BT put forward five arguments
against the grant of an injunction
and, in case all five failed and the
court found that it had the power
to impose an injunction, BT
submitted three further arguments
as to why the court should not
exercise its discretion to grant an
injunction in this instance. 

Use of BT's service
The first of BT's arguments against
the injunction was that the internet
access service it provided was not
being used to infringe copyright.
This failed quickly in light of
Article 8(3) of the Information
Society Directive7 and Tele2 Case
C-557/02 [2009] ECR I-227.
Article 8(3) states that injunctions
can be granted: ‘against
intermediaries whose services are
used by a third party to infringe a
copyright or related right’.
In Tele2 the European Court of
Justice held that providers whose
services merely provide internet
access are still to be considered as
‘intermediaries’ for the purposes of
Article 8(3).
Actual knowledge
Section 97A's requirement of
‘actual knowledge’ formed the basis
of BT's second argument; BT
argued that, to have actual
knowledge, it was necessary for it
to have had actual knowledge of its
service being used to commit a
specific infringement of a specific
work by a specific person.  This
was rejected on the basis that
section 97A should not be
interpreted in such a restrictive
manner - the more information it
could be shown BT had, the more
likely it would be that BT had
actual knowledge.  In this case BT
did have actual knowledge that the
Newzbin Service was infringing
copyright on a large scale due to
the Newzbin1 decision.  
Mere conduit
BT's third argument against an
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a key feature in the injunction
discussions and Mr Justice Arnold
felt that it was proportionate for
the injunction to apply to the
services which incorporated
Cleanfeed, but not to those services
which did not. The availability of
Cleanfeed to BT made this
relatively straightforward.  It is not
clear whether the terms of a similar
injunction would be considered
proportionate if the service
provider did not have ready access
to an existing technological
solution. The injunction applies to
the whole of the Newzbin Service,
but also to any other IP address or
URLs whose ‘sole or predominant
purpose’ is to enable or facilitate
access to the Newzbin Service. BT
objected to the use of the wording
‘or predominant purpose’, as it
argued this went further than the
scope of the decision to block
access to the Newzbin Service.
However, Mr Justice Arnold
considered that, without the
addition of these words, the order
would be too easy to circumvent10. 

Digital Economy Act
On 3 August 2011, less than a week
after the Newzbin2 judgment was
handed down, the government
announced its intention to drop
proposals to introduce site-
blocking measures into the DEA.
The reasons behind this decision
centre around a recent Ofcom
report11 which concluded that the
currently available techniques of
site blocking are all ineffective and
that they occasionally, (albeit
unintentionally) block legitimate
content.Ofcom also commented
that, in order for the measure to
provide any real advantage over
section 97A of the CDPA, it would
have to be capable of being put
into place quickly, be low cost and
have predictable outcomes. Ofcom
argued it was unclear whether the
new DEA could offer copyright
owners an injunction at the speed

they sought. 

Comment
ISPs will undoubtedly continue to
receive requests from rights holders
to block certain websites/services
and the practice of ISPs requiring a
court order before doing so is
unlikely to change in light of this
series of judgments. However,
other rights holders are now likely
to bring applications against
service providers in respect of
other infringing websites12 and,
with BT and Talk Talk having lost
their DEA challenge, ISPs are likely
to continue to come under
increasing pressure to intervene
when services are used to access
infringing content.
Another consequence of the
Newzbin series of cases is that,
given the court's rejection of the
arguments of the application of
several European Directives, the
UK may start to be seen as a
favourable jurisdiction in which to
bring copyright infringement cases
of this kind, and therefore
appealing for ‘forum shoppers’.
It has been suggested by some
that the latest Newzbin judgment is
merely a pyrrhic victory for the
creative industry, as, months after
the judgment was handed down:
the Newzbin Website is still in
operation; it has allegedly made
software available enabling users to
circumvent the BT imposed block;
and the website now directs to a
new web address on which users
can navigate using the free of
charge TOR anonymous network
(which is apparently even more
difficult for internet service
providers to block).
It therefore remains to be seen
whether this is the last we will hear
of the Newzbin saga, or if another
chapter is just around the corner.
One thing's for sure, the battle
between ISPs and rights holders
isn't over yet...

Robert Blamires Senior Associate 
David Naylor Partner 
Alexandra Hulme Trainee Solicitor 
Field Fisher Waterhouse 
robert.blamires@ffw.com
david.naylor@ffw.com

1. R (on the application of British
Telecommunications Plc, Talk Talk
Telecom Group Plc) (Appellants) v
Secretary Of State For Culture,
Olympics, Media And Sport & Bpi Ltd &
9 Ors (2012) [2012] EWCA Civ 232 CA
(Civ Div) (Arden LJ, Richards LJ, Patten
LJ) 06/03/2012.
2. BT and Talk Talk were, however,
successful in claiming that elements of
the costs to be imposed on ISPs as a
result of the DEA were unlawful, such
that the measures requiring ISPs to act
in relation to illegal file sharers will be
delayed until at least 2014, pending the
outcome of an impact assessment of the
DEA, to be carried out by the
Department for Culture, Media & Sport.
3. The Newzbin Service provides a
searching and indexing facility for
Usenet3 files.
4. [2010] EWHC 608 (Ch).
5. There is some uncertainty as to
whether the domain was registered to a
company in Mauritius. 
6. The suggested method of blocking
was for BT to use the Cleanfeed
technology which it uses to block child
pornography.
7. Directive 2001/29/EC of the European
Parliament and of the Council of 22 May
2001 on the harmonisation of certain
aspects of copyright and related rights in
the information society.
8. Directive 2000/31/EC of the European
Parliament and of the Council of 8 June
2000 on certain legal aspects of
information society services, in particular
electronic commerce, in the Internal
Market ('Directive on electronic
commerce').
9. Member States are prevented from
imposing a monitoring obligation on
service providers with respect to
obligations of a general nature; this does
not concern monitoring obligations in a
specific case.
10. E.g. an injunction without additional
wording could be sidestepped by adding
a page with a weather forecast to a URL
whose only other purpose was to enable
access to the Service.
11.http://stakeholders.ofcom.org.uk/bina
ries/internet/site-blocking.pdf 
12. Shortly after Newzbin2, the British
Recorded Music Industry asked BT to
block access to The Pirate Bay and
although BT responded in the same way
that it responded to the Newzbin Service
press reports suggest that BT is unlikely
to fight another lengthy court battle on
this issue.
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claim may be served at a known
location.  For example, a company
may be served at its principal or
registered office.  However, this is
not always the case and either
defendants may attempt to evade
service, their precise whereabouts
or even their identity may be
unknown.  Over recent years, the
Civil Procedure Rules (CPR) have
been amended to assist the
claimant to identify and serve
claim documents on a defendant
where they experience difficulty in
confirming their whereabouts.  
The AKO Capital decision is the
first English court decision of its
kind involving a social networking
site, although it comes in the wake
of a recent unreported decision in
the High Court of England
granting permission to serve a
claim via blogs and microblogs, in
that case Twitter; and
Commonwealth common law
decisions in Australia, New
Zealand and Canada allowing
service of claim documents
specifically using Facebook. 

The initial cases
The first recorded use of Facebook
to serve claim documents was in
Australia, which is perhaps
unsurprising given that Australia
has regularly ranked highest in
Facebook usage charts with half
the population registered to the
social networking site alone.  On
16 December 2008, Master Harper
in the Australian Capital Territory
Supreme Court granted
permission for service of a default
judgment against two defendants
by a claimant mortgage lender.  In
this case of MKM Capital Property
Ltd v. Corbo and Poyser (No. SC
608 of 2008), the defendants had
ignored the proceedings and as a
last resort the claimant tracked the
defendants down using Facebook.
The defendants' online Facebook
profiles gave details of the
defendants' birth dates and email

addresses that matched the
defendants' loan applications.
Printouts of the Facebook profiles
were produced to the Court, which
satisfied Master Harper that the
Facebook profiles belonged to the
correct defendants and service on
Facebook would be sufficient
notice to them.  Service was also
given at the defendants' last known
address and to the Second
Defendant by email.
This was followed on 5 February
2009 by the Canadian courts in
Edmonton, which allowed the
claimant to serve a claim via
Facebook, but ordered that this
would be in addition to service of
the claim on the defendant's last
place of work and publication of
the claim in a newspaper (Knott v.
Sutherland).
Shortly afterwards, New Zealand
endorsed this approach and on 16
March 2009 Justice David Gendall
in the Wellington High Court
granted permission for the
claimant to serve a claim on the
defendant via Facebook in Axe
Market Garden Ltd v. Axe (CIV:
2008-485-2676).  In this case it was
proven to the court that the
defendant was using Facebook to
communicate with his father. 

The English courts
The position in the English courts
is governed by the rules of service
contained in Part 6 of the CPR.
Following a lengthy consultation,
the existing rules of service were
amended on 1 October 2008 to
balance claimants' and defendants'
interests. In the ordinary course,
these amended rules allow for
service of the claim and other
documents by electronic means
provided that the party to be
served has indicated in writing that
it is willing to accept such service.
This rule amendment also brought
in a new rule concerning
alternative service.
Under CPR rule 6.9, a claimant
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On 17 February 2012, Mr Justice
Teare granted permission for the
claimant to serve a claim on an
individual defendant via the social
networking site Facebook, in the
ongoing case of AKO Capital LLP
& another v. TFS Derivatives &
others (unreported).  No written
judgment is available, but the
details of the case have been
reported in the press. This article
examines this latest interpretation
of the court rules concerning
service, and the developments
which led to the court making this
decision.
It is a fundamental pillar of the
administration of justice that a
defendant party is given the proper
opportunity to respond to a claim
made against them.  This requires
the claim itself, and any subsequent
court process and documents, to
be notified to the parties accurately
and in a timely fashion.  For this
reason the Courts must believe
that the methods used by parties,
for service of claim documents, are
reliable and explains why the
Courts keep a tight rein on the
permissible methods of service. 
In the majority of civil claims, the
claimant party will know the
defendant's whereabouts and a

Issuing legal documents via
social media channels
The issuance of claims documents
via social networking sites is
becoming more and more an
acceptable alternative service
channel during litigation disputes.
However a number of exceptional
circumstances must occur before a
social media channel can be used
to aid the administration of justice.
Andrew Herring, an Associate in
Pinsent Masons LLP's Litigation &
International Arbitration practice,
discusses the necessary
considerations for the court when
using alternative service channels
and the key cases so far. 
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must take reasonable steps to
ascertain the address of the
defendant's current residence or
place of business. However, if
having taken such reasonable steps,
the claimant is unable to ascertain
the defendant's current address the
claimant is obliged to consider
whether there is an alternative
place or method by which service
may be effected. If there is such a
place or method, the claimant
must then make an application
under CPR rule 6.15 for
permission to effect service using
the alternative.  It is important to
note that this rule allows a party to
seek retrospective permission after
other steps have been unsuccessful.
The test in rule 6.15 is whether
there are ‘good reasons to
authorise’ alternative service, and
these good reasons will depend on
the particular facts of each case. 
The practice direction gives three
useful examples where and how
alternative service will be
permitted which include, by SMS
text message, voicemail message at
a particular number saying where
the document is for collection, and
by email.  CPR r.6.27 confirms that
the rules allowing alternative
service may be used for other claim
documents.  It is also expected that
the rules allowing alternative
service will be applicable to cases
where the claimant is serving claim
documents out of the jurisdiction. 
Prior to the AKO Capital
decision, the new approach to
alternative service had been tested
in the unreported decision of
Blaney v. persons unknown
(October 2009). In this case, Mr
Justice Lewinson in the Chancery
Division of the High Court
permitted the service of an
injunction via Twitter on the basis
that there were ‘good reasons’ to do
so.  In this case, the applicant was
seeking an injunction against an
unknown person impersonating
the applicant's online blog which

required the unknown person to
stop tweeting, preserve the
offending twitter account and
password and identify themselves.
By taking this approach, the
applicant avoided the additional
cost to first apply for a separate
court order against Twitter and
possibly the relevant Internet
Service Provider to identify the
wrongdoer before issuing
proceedings.

AKO Capital decision
All of which brings us to the AKO
Capital decision, which concerned
a case where the claimants were
issuing a £1.3m claim to recover an
alleged overpayment in a
commercial transaction, but were
having difficulties locating one of
the parties. The primary defendant
was also unsure whether another
individual defendant, and former
employee of the primary
defendant, remained at his last
known address.  The court was
persuaded that there were ‘good
reasons’ having been shown
evidence that this individual's
Facebook profile was his and that it
was being regularly accessed.  In
granting permission, Mr Justice
Teare stated that ‘If a claimant can
identify the defendant from his or
her photograph and establish that
the Facebook account is active, this
is a perfectly sensible way of
serving a claim and giving the
defendant the opportunity to
respond.’
Drawing these cases together,
despite being largely unreported,
there does appear to be common
issues which will need to be
addressed to persuade a court to
permit alternative service via a
social networking site, which are as
follows: -  

�Whether the traditional
methods of service in person, by
post, or by an agreed electronic
method are unavailable.

�Whether the proposed method

or place of alternative service will
in fact bring the document to the
attention of the defendant.  In
determining this issue, the court
will wish to see evidence that the
relevant social networking profile
belongs to the defendant and is
being regularly accessed.

�Whether the proposed method
or place of alternative service will
bring the document only to the
attention of the defendant.

� Whether the proposed method
or place of alternative service is in
fact the medium through which
the alleged unlawful activities are
being conducted.

� The costs and nature of any
other alternative methods or places
of service.
In conclusion, service via social
networking sites is not a primary
method of service and is likely to
be limited by the English Courts to
use in exceptional circumstances.
However, the court's willingness to
embrace the realities of constantly
developing social media and
methods of communication will
undoubtedly assist the courts in
the administration of justice and
give creative litigators an additional
tool in their armoury against
evasive defendants. 

Andrew Herring Associate 
Pinsent  Masons LLP
andrew.herring@pinsentmasons.com 
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third and forced him to log onto
the game and 'drop' his
possessions, most notably a virtual
'amulet' and a 'knife', thus allowing
one of the assailants' Runescape
characters to 'pick' them up. The
youths were convicted of assault
and also for the theft of the 'goods',
the latter conviction making it to
the Dutch Supreme Court on
appeal. The appeal was rejected on
the grounds that despite the
inherent intangibility of the
possessions, the victim had
invested 'time and energy' in
obtaining them and they were in
the 'exclusive domain' of the victim
at the time that the offence was
committed. The result could be
rationalised as supporting a claim
to possessory title over no title at
all. 

Virtual items
Virtual worlds, avatars and virtual
items are big business. The current
market for virtual items is
estimated to be worth around
US$5bn3. A well-known example of
a virtual world is Second Life, the
virtual online world which enables
users, or 'residents', to interact with
each other though their avatars
and buy and sell virtual goods
including buildings, art and clothes
using Second Life's own internal
currency, with some users earning
in excess of a million dollars by
using the site. Virtual items are
therefore valuable 'commodities'
which can be traded in the same
way that physical goods can,
although there has been little or no
case law on the topic to guide the
courts.

Kremen -v- Cohen4

Despite the lack of both common
law and statutory guidance, a
global trend towards an acceptance
of the applicability of property
rights to intangible objects has
emerged, and had started well
before the Runescape case. As far

back as 1994, and in the early days
of the World Wide Web, Gary
Kremen saw the potential in the
domain name 'sex.com' and duly
registered the name to his business.
Stephen Cohen had also spotted
the commercial value of the
domain name and fraudulently
obtained it by posing as a
representative of Kremen's
business and authorising its
transfer to Cohen's corporation.
The US Federal Court was
concerned as to whether property
rights could exist in an intangible
object and this formed the
backbone of the litigation. It was
held that a domain name could be
considered 'property' as it was 1)
capable of precise definition; 2)
capable of exclusive possession;
and 3) the putative owner could
establish a legitimate claim to
exclusivity.
In his review of the 'Kremen
Cohen' case, the commentator
Allen Chein sagely predicted: 'given
the popularity of MMORPG's, it is
reasonable to conclude that a
dispute involving virtual items is
just around the corner'5. Indeed,
domain name disputes over the
misappropriation of a third party's
trade marks or other rights are
now a common part of the
contemporary legal landscape,
whether dealt with through the
courts or the tailor made
WIPO/UDRP procedure. The theft
of virtual items in a computer
game is arguably only a logical
extension of that, albeit the shift
from civil to criminal liability is a
marked one within the guise of
intangible property rights.
The Runescape judgment on
virtual items is only of direct and
immediate applicability to Dutch
law. It is apparent, however, that, as
the aforementioned cases and
commentaries have illustrated,
there has over the last decade, been
an increasing acceptance of the
concept of 'virtual property' as

VIRTUAL PROPERTY
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Digitalisation of society
The notion that taking something
intangible, virtual, and seemingly
'valueless' from another player in a
computer game could constitute
theft and thus a criminal offence
would come as a surprise to many.
This however, forms the basis of
what may prove to be a seminal
decision by the Dutch Supreme
Court, who, on 31 January 2012,
ruled that the theft of virtual goods
was indeed a criminal offence. As
noted by the Court, 'due to the
digitalisation of society, a virtual
reality has been created, all aspects
of which cannot be dismissed as
mere illusion'1. 

Runescape and MMORPG's 
The facts in question concern the
immensely popular online fantasy
game Runescape, which at the time
of writing has 175 million
registered users2 and is one of the
largest, most expansive free
MMORPG's (massively
multiplayer online role-playing
game) in the world. Players create
an online persona and complete
various quests and develop skills,
being rewarded along the way with
the ability to use, among others, a
wider variety of the game's
weapons.
In 2007, two youths assaulted a

Virtual worlds and online theft
after the Runescape saga
The Dutch Supreme Court ruled last
January that the theft of virtual
goods should be regarded as a
criminal offence. This unique
decision surprised many within the
industry and many believe it has set
a precedent for similar cases.
Steven James and Sam Kempsey,
of Latham and Watkins, examine
the potential legal impact of this
ruling and explore the channels of
litigation that this ruling could open
up, both in a criminal and a civil
context.
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being equivalent to physical
property by courts of all
jurisdictions. This should not be
surprising given that copyright
itself is an intangible right whose
theft can give rise to both civil and
criminal liability6. It is therefore
seemingly only a matter of time
before a similar case makes its way
to the courts of England & Wales.

England and Wales 
Theft of virtual items in England
and Wales constitutes 'dishonestly
appropriating property belonging
to another with the intention of
permanently depriving the other of
it.'7 Taking the Runescape case as
an example, there was clearly (i)
dishonesty, (ii) an appropriation,
and (iii) an intent to permanently
deprive the victim of his online
persona's possessions. However, the
interpretation of 'property that
belongs to another' is considerably
murkier. The rationale behind s.4
of the Theft Act 1968, which  was
drafted very widely to define
property as 'money and all other
property, real or personal,
including things in action and
other intangible property', can
arguably be justified as being 'an
appreciation of the nature of
'property' within a society at any
particular point in time'8. Such a
broad definition gave leeway to the
inevitable temporal changes in
what property was conceived to be
as a result of societal and
technological catalysts. The
definition is so broad that the Act
actually goes so far as to list
specific exclusions to what may
constitute property, including wild
animals and electricity, but not
intangible intellectual rights,
including copyright.  
Such a broad definition, coupled
with the increased prevalence of IP
black letter law (illustrating a
willingness to recognise
proprietary rights in intangible
items) make it entirely plausible

that the English courts would be
willing to view virtual goods as
property in criminal proceedings
under the Theft Act 1968. 

The IP perspective
A major stumbling block in theft
proceedings in the English Courts
may arise however, when the court
came to decide whether the
possessions actually belonged to
the victim. 
When players register to play
Runescape, they agree with the
game's publisher 'Jagex' that all
intellectual property will remain
Jagex's property. Furthermore, the
terms and conditions of use state
that 'Jagex owns all rights in the
Jagex products and you are only
granted permission to use such
products, subject to, and in
accordance with these Terms and
Conditions'. 
Such permission is granted by
way of a 'non-exclusive, non-
transferable licence for the period
of membership' and it is made
clear that 'all materials, including
without limit all information,
software, data, text, photographs,
graphics, sound and video' are
protected by copyright and other
intellectual property rights. This
permission to use the software or
End User Licence Agreement
(EULA) is therefore intended to
limit the rights to which the user
has access.    
It should therefore follow that if a
provider such as Jagex defines a
virtual object as being their
property to which a Runescape
user only has a limited right of use,
if the object is 'stolen' then nothing
of consequence has happened to
the user as the item was never
theirs. It is for this reason that the
Dutch Supreme Court's ruling may
raise eyebrows, as the victim did
not actually own, at least in the
'conventional sense', the 'digital
DNA' that constituted the amulet
and the mask. Ownership of

virtual items apparently need only
be the product of the 'time and
energy' spent obtaining them. As
noted, it may be sufficient that the
complainant has a possessory title
for the time being of the 'goods'
which is a better title than the thief,
who has no right or title at all. 

Virtual and real world blurring
It does seem a strange concept that
intellectual property that belongs
to a publisher could have what we
could term 'frozen ownership
rights', that can be transferred to a
third party (who has acceded that
the publisher owns all rights to the
items) just by their use of that
intellectual property over a
temporal period.
It is perhaps easier to understand
such a concept if we accept 'the
inherent dichotomy in holding
intellectual property rights in a
work versus owning the chattel
that is a manifestation of that
work'. As technology becomes both
more advanced, and prevalent in
21st century society, computer
code is increasingly crafted to
produce virtual items that act like
real world objects. As a result,
viewing virtual items such as the
Runescape mask and amulet
exclusively as intellectual property
is possibly shortsighted, and
subjecting these items to the
common law principles of personal
property is arguably easier to
justify. It could therefore be that, in
a criminal context, the English
courts would be willing to view
virtual items as 'property
belonging to another'. 

Floodgates of criminal
litigation
It may well prove to be, that the
Runescape case represents a
paradigm shift in how courts view
the legal rights associated with
virtual items. The ramifications
however, of giving virtual items the
same proprietary rights as, for
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In such a
fast-moving
area as
information
technology, it
is hard to
predict how
courts, of all
jurisdictions,
will interpret
the
judgements
that emerge
within the
guise of
virtual
property. It is
however
clear from
the cases
referred to,
that courts
have shown a
diminished
reluctance to
dismiss
virtual items
as intangible,
valueless and
with no real
proprietary
rights
attached to
them.

Virtual worlds and online theft
after the Runescape saga
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items that they had invested time
and energy in obtaining, users
could seemingly bring an action in
tort for negligence as well as for
distress, upset and frustration.
Certainly it would be easier for a
claimant to show loss following the
Runescape and Kremen
judgments. The proposition of 175
million potential claimants would
no doubt sit uncomfortably with a
game producer such as Jagex.     

Conclusion
In such a fast-moving area as
information technology, it is hard
to predict how courts, of all
jurisdictions, will interpret the
judgements that emerge within the
guise of virtual property. It is
however clear from the cases
referred to, that courts have shown
a diminished reluctance to dismiss
virtual items as intangible,
valueless and with no real
proprietary rights attached to
them.
To what extent such a shift will
transpose itself into the mind-set
of the courts of England and Wales
is unclear. There are a multitude of
reasons why the courts would
potentially reject an argument that
virtual items are property. Most
striking of all is the conceptual
barrier that virtual items are
imaginary constructs that are
simply not deserving of property
recognition. Nowhere within the
virtual item spectrum is such a
barrier more apparent than
amongst the sphere of virtual
worlds. Such a notion is only re-
inforced by the inherent lack of
real world utility that such items
possess.   
What is clear, however, is that as
we continue to witness an
increased technological presence
on a global level, the prevalence,
value and protection of the virtual
item will increase. The courts may
have deep rooted conceptual issues
with virtual items gaining real

rights; however, as virtual worlds
become less game-like and more
mainstream, it is not inconceivable
that such pre-conceptions will be
set aside in favour of a revised
understanding of 'property'.

Steven James Associate 
Sam Kempsey Trainee Solicitor 
Latham & Watkins 
steven.james@lw.com
sam.kempsey@lw.com
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want of a better word, 'real items',
should be carefully considered. If
someone was to steal your phone
for example, they could potentially
be liable for not just the theft of
the handset but also for the
plethora of 'virtual items' that you
had invested 'time and energy' in
obtaining. Consider the theft of the
players that you had spent seasons
negotiating for on an i-phone
football manager app, or the cars
that you had accumulated by
winning races on a racing app.
Applying the Dutch Supreme
Court's judgment, such items
could be caught by the ruling. 

Civil actionability? 
The Runescape judgment arguably
represents such a significant
change in attitude towards virtual
items that it is not
incomprehensible that they could
also gain rights in civil
proceedings. In the case Jarvis v
Swan Tours9, the plaintiff, Mr Jarvis
bought a holiday in Switzerland
advertised by Swan Tours, which
failed to deliver on almost every
aspect of the advertised package
deal. Mr Jarvis was awarded
damages for the cost of his holiday,
but was also awarded damages for
disappointment, distress, upset and
frustration caused by the breach. If
such a judgment was applied to the
facts of the Runescape case, it is far
from beyond the realms of fantasy
that a victim of virtual theft may
not just be able to claim the 'time
and energy' lost but could also
claim damages for the loss of
enjoyment of using the virtual
items to defeat his online
adversaries?  
There is a further issue that
merits consideration if courts are
to increasingly recognise gamers
proprietary interests in virtual
items. If, hypothetically,
Runescape's servers were to suffer
an unprecedented crash and
consequently users lost some of the
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European Union statistics and
reports confirm that a significant
percentage of consumers opt not to
exercise their rights because of a
lack of proper channels to vent
their complaints. Instead, they face
lengthy, complex and costly legal
processes. Recent trends however
towards creating a European
network of centres will allow
consumers to lodge claims
electronically, in their respective
languages, where they can reach an
expedient resolution to their
disputes.
Recommendations 98/257/EC
and 2001/310/CE laid the path for
a European Union directive on
mediation (Dir. 2008/52/EC).
Three important legal texts are
currently being drafted - a directive
proposal pertaining to alternative
dispute resolution in consumer
cases; a proposal for a common law
for matters affecting commerce
transactions; and a proposal for a
law on online dispute resolution
providing consumers and
merchants free access to online
resolution centres.
Beyond European borders, the
United Nations is also considering
adopting a system of regulations to
encourage the rapid development

of inexpensive and effective
electronic mechanisms to resolve
small disputes between businesses
(B2B), and businesses and
consumers (B2C). With this aim in
mind, the United Nations has
created a working group (WG III
of UNCITRAL) entrusted with the
task of proposing specific rules and
legal standards, a project that is
sure to bring positive results.
The above context frames the
recent Royal Decree-Law 5/2012
on Mediation in Civil and
Commercial cases approved in
Spain on 5 March, a document
which presents a pioneering
initiative: the online resolution of
disputes involving specific sums of
money. This legal instrument
adopted, inter alia, the much
needed online resolution
mechanisms in all institutions
already practicing mediation. At
the same time, it expects any
mediation involving a claim not
exceeding €600 to be conducted by
electronic means (except where
these means are not available). The
government's intentions, stated in
the final fourth Provision, involve
encouraging the generalisation of
online dispute resolution in
financial claims through simplified
and brief mediations that are to
last no longer than a month, and
are exclusively conducted by
electronic means.
This initiative aligns with
European trends towards
strengthening online dispute
mechanisms in the European
common market and towards
gaining the confidence of
consumers purchasing goods and
services online and across borders.
However, this initiative, neglects
the greater bulk of potential
beneficiaries of this measure -
consumers and users - by explicitly
excluding mediation for consumers
from the scope of application. It
should here be noted that the
above mentioned European

Directive 2008/52/EC on
Mediation in Civil and
Commercial matters, promotes
amicable settlements in all civil
litigation cases, including
consumer disputes. This issue is
now undisputed and is reinforced
by the proposed Directive
pertaining to alternative dispute
resolution in consumer cases.
Excessive legislative has become a
serious obstacle to the
development of effective
mechanisms. The legislature now
has a great opportunity to resolve
this. A bill of rights can render
itself worthless if not accompanied
by appropriate channels conducive
to its effectiveness. The protection
of consumers will not become a
reality until fast, cost-effective
mechanisms are put in place.  
However, one cannot overlook
that the defensive regime applied
to consumers justifies the existence
of a structural asymmetry in
contractual relations. Currently,
this asymmetry extends to small
businesses dealing with large
companies. Both legal protection
and the means available for the
realisation of rights should be
standardised.
To the extent that online dispute
resolution becomes the most
appropriate way - if not the only
effective way - to satisfy parties
involved in small claims disputes,
this mechanism should be made
accessible to all citizens. The use of
extra-judicial means in dispute
resolution and their electronic
applications, far from implying a
decrease in legal protection or a
limitation in consumers' access to
justice, provides a channel
conducive to the exercise of
people's rights, something that is
non-existent today in small claims
courts or conflicts across borders.

Aura Esther Vilalta Senior Lecturer 
Universitat Obertade Catalunya
avilalta@uoc.edu
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Online claims: new channels
for small businesses
A lack of efficient channels to make
complaints means that in the face
of expensive legal procedures most
consumers and small businesses
choose not to seek online dispute
resolution. Recent moves by the
European Union and the United
Nations however, look to create
electronic mechanisms and online
dispute centres to solve this issue.
Aura Esther Vilalta, a Senior
Lecturer in Law and Political
Science at The Open University of
Catalonia, discusses the directives
so far and how Spain is paving the
way with its recent Royal Decree. 
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On 18 January 2012 Wikipedia
asked all of its users to ‘imagine a
world without free knowledge’ in a
day of internet black-outs and
protests that were larger than any
seen before. The cause of the
widespread restriction on using
popular internet sites; SOPA, the
Stop Online Piracy Act, currently
making its way through the US
Congress. SOPA is an anti-piracy
bill which authorises the Attorney
General and private rights holders
to seek a court order against a US
directed foreign internet site that is
considered to infringe copyright
laws. 
The internet black-out in January
of approximately 7,000 sites
successfully caused the
congressional vote on the Act to be
shelved until the legislation has
been amended and an attempt has
been made to come to an
agreement on a solution to stop
online piracy. However, the bill is
not yet dead in the water and it is
likely that it will be debated in an
amended form some time this year.
Those in support of the Act claim
that the online piracy industry is
costing the US millions of dollars a
year and thousands of jobs. Those
who want to drop the SOPA
(pardon the pun) say that in its
current form it will fail to resolve
the genuine problem of online
piracy but will shut down the
internet as we know it. What is the
legislation trying to do and are
these opposing views reconcilable?

The Legislation
The original SOPA legislation was
proposed in October 2011 but
following widespread uproar an
amended version was proposed less
than 2 months later removing
some of the most offending
provisions. The main controversy
around SOPA stems from two
sections in which SOPA allows
attacks on foreign websites either
by the Attorney General or, more

unusually, by private rights
holders. Under Section 102 of the
Act, the Attorney General could
seize a ‘foreign infringing site’ that
is ‘committing or facilitating the
commission of criminal violations’.
More controversially, Section 103
of the Act allows the holder of an
intellectual property right ‘harmed
by the activities’ of the website to
obtain a court order preventing US
financial support to ‘sites dedicated
to the theft of US property’ by
means of a notice prohibiting
search engines from listing the
website in their results; stopping
payment sites, such as Paypal, from
processing payments from the
website; and stopping internet
advertising services from
advertising the site. 

Why the Legislation?
House Judiciary Committee
Chairman Lamar Smith, the
author of the bill, claims that the
‘problem of online piracy is too big
to ignore.’ He claims that the
annual cost of online piracy is $100
million and results in the loss of
thousands of American jobs. The
main supporters of the legislation
come from Hollywood; big media
and music industry groups such as
the Motion Picture Association of
America who claim that online
piracy deprives the creators of the
content from their income. In fact,
Mark Elliot, an executive from the
US Chamber of Commerce
claimed that piracy threatened 19
million American jobs. Although
probably an over-exaggeration, the
point is clear; provisions are felt to
be needed to stop rogue foreign
websites from taking hard earned
American jobs and money.

Why the Uproar?
The uproar, which has come
mostly from Silicon Valley, stems
from the wide scope of
interpretation of the words of the
legislation.  This is backdoor

ONLINE PIRACY
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Stop Online Piracy Act: issues
surrounding online piracy
Online piracy is a global problem
and as yet is without an adequate
solution. Authorities in the US are
taking action by looking to pass a
piece of legislation that will authorise
the shut down of websites that fail
to remove copyright infringing
material, in the form of the Stop
Online Piracy Act, also known as
SOPA. Both hugely controversial
and yet not without support, those
in opposition to the Act fear that it is
the first steps towards internet
censorship, as Vanessa Barnett and
Natalie Elsborg of Charles Russell
LLP discuss. 
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censorship as far as companies
such as Wikipedia, Google,
Facebook, and Twitter are
concerned. As Wikimedia
Foundation General Counsel,
Geoff Brigham, put it ‘SOPA has
earned the dubious honour of
facilitating Internet censorship in
the name of fighting online
infringement’. Those who oppose
the legislation support the goal; rid
the internet of genuine online
piracy, but not the means currently
being suggested. The claim is that
SOPA in its current form would
effectively cause censorship of the
internet and would put an
enormous strain on such websites
to police the content users
uploaded. Their concern is that if
users uploaded links to, or content
from, any ‘foreign infringing site’
then they would be legally
obligated to remove the content
and if they did not - their website
could be shut down. The only way
for them to know if this is
happening before receiving such a
notice is to constantly police the
content. 
Whilst Facebook, Twitter and
other such social media sites do
have the money and power to carry
out such an operation, they are
reluctant to do so and they claim
to be championing the rights of
internet start-ups who would not
be able to police their websites on
this scale. Mark Zuckerberg, the
founder of Facebook said that ‘the
internet is the most powerful tool
we have for creating a more open
and connected world. We can't let
poorly thought out laws get in the
way of the internet's development’.
Google, Yahoo and other search
engines are in an even more
onerous position; whilst the
position of social media sites under
the legislation is less than certain,
the result for search engines is
clear: they could be served with a
notice to remove all links to an
offending website from all search

results. An anathema to a
corporation founded on the ideals
of free and universal access to all
corners of the internet.
A noteworthy effect has been the
impact in other countries.  There
are reports on Wikileaks that US
are encouraging Spain to introduce
SOPA-style legislation. However,
the European opponents of the
Anti-Counterfeiting Trade
Agreement (Acta) got louder;
Germany and Poland, among
others, refused to sign and we saw
lobbying against Acta in the UK.  It
is now looking unlikely that Acta
will ever find its feet in Europe.  
The argument against SOPA is
equally as clear as the argument for
it: this could change the internet as
we know it. It would allow internet
censorship orchestrated by private
rights holders (as well as the
Attorney General) and could put a
stop to ordinary internet users
uploading and sharing content,
relegating them to mere consumers
of a professionalised internet.

Can there be a Solution?
The goalposts are not so far apart
in the fight between Hollywood
and Silicon Valley that success is
impossible. Everyone who has been
vocal whether in their support or
opposition of SOPA has agreed on
the underlying aim of the
legislation; online piracy is a
problem and a problem that is too
big to ignore. It is the method by
which the Judiciary Committee are
trying to combat the problem that
is the source of tension. 
The January black-out has at the
very least bought some time for
those who oppose the legislation to
try and propose an alternative way
to reach the same end result. This
is not impossible but it will require
a complete overhaul of the current
legislation to remove any potential
obligation on internet sites to
monitor content and remove the
onerous provisions on internet

search engines, payment providers
and advertising services which are
pushing the US in the direction of
internet censorship. 
The difficulty with the modern
age is that now more than ever, the
copyright rules impact on ordinary
people, not only businesses.  While
it remains unclear what an
individual's limits are with respect
to their activities on the internet,
there are always going to be
problems.  As Jimmy Wales put it,
a person is going to have a hard
time understanding why an
uploaded clip of their child's
birthday party should be taken
down simply because a
copyrighted song was playing in
the background.  Quite rightly, the
public feel this goes too far and
want the rules explained and
justified to them.  Whatever the
outcome of the latest objections to
SOPA it is likely that any successful
legislation in the US will be the
start of a worldwide attempt at
defeating the current problem of
online piracy.

Vanessa Barnett Partner 
Natalie Elsborg Senior Associate 
Charles Russell LLP 
Vanessa.Barnett@charlesrussell.co.uk
Natalie.Elsborg@charlesrussell.co.uk
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to personalise or target services are
evolving, many internet users
believe that some of these
technologies are overly intrusive.  

The EU perspective
Regulation of cookies is not an
entirely new phenomenon in
Europe. When the Privacy and
Electronic Communications
Directive (2002/58/EC) (the e-
Privacy Directive) was originally
introduced, it included an
obligation for companies to ensure
complete transparency as to the
use of cookies. Until May 2011, a
website could comply with the law
by ensuring it accurately described
its use of cookies and explained
how users could 'opt-out'.
However, an update to the e-
Privacy Directive introduced in
2009 may cause a change in how
cookies are used. 
The update to the e-Privacy

Directive includes a key change to
Article 5(3). Specifically, websites
must obtain the consent of the user
before they drop any cookie or
install any technology onto a user's
computer. There is a very limited
exception where the cookie is
'strictly necessary' for the provision
of a service requested by the user.
This exception covers limited
circumstances and may potentially
apply to cookies required to meet a
regulatory security requirement. 

How will the rules be applied? 
There has been considerable
uncertainty as to how the consent
requirement should be fulfilled in
practice. The Article 29 Working
Party recommended that providers
comply with the new legal
framework by obtaining users'
consent before the cookie is set,
and through an affirmative step,
such as by presenting a pop-up or
a splash screen upon entering the
site and requiring the user to
consent by clicking before
proceeding further. In contrast,

while the UK has implemented law
incorporating the consent
requirement, the Information
Commissioner's Office (ICO) has
acknowledged that obtaining prior
consent may not be technically
possible in some cases - many
websites drop cookies as soon as
users enter a site - and has
recommended that website
operators concentrate on reducing
the time before users receive
information about cookies, and
assisting them in making a choice.  
Such divergent approaches
indicate that there is likely to be a
'patch-work quilt' of solutions
across Europe, making uncertainty
regarding the territorial application
of the e-Privacy Regulations all the
more acute. 

Guidance in the UK 
The update to the e-Privacy
Directive has been implemented in
the UK through the Privacy and
Electronic Communications (EC
Directive) (Amendment)
Regulations 2011, which came into
force on 26 May 2011. The ICO
stated that operators would have
until May 2012 to achieve
compliance. After this, there will be
a risk of enforcement action. 
In December 2011, the ICO
provided guidance on the new
rules, indicating that websites
eventually may be able to rely on
the user's browser settings to satisfy
the requirement, although most
browser settings are currently not
sophisticated enough for websites
to rely on them. Work is ongoing
with major browser manufacturers
to establish browser solutions. 
In terms of future enforcement,
the ICO has indicated that it will
focus its efforts on the most
intrusive cookies and situations
where there is a clear privacy
impact on individuals.  In the
meantime, website operators must
consider that consent collection
techniques are the most

COOKIES
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Cookies are files stored locally on
computers that contain
information about the internet
activities of the users of the
computer on which the cookie is
stored. Essentially, cookies give
websites 'memory'.  Today, cookies
frequently are much more
sophisticated than simple 'text
files', relying on local shared
objects, 'web bugs', or other
methods for collecting and storing
data about internet activities. For
the purposes of this article, the
term 'cookie' encompasses any
method for collecting and storing
information on a computer about
the user's activities on the internet.

Why the concern?
While some cookies collect
targeted information and operate
solely to ensure efficient website
functionality, others collect
information about the user's
browsing habits, preferences and
interests. This information can be
used to target online advertising
more effectively. While cultural
attitudes about technologies used

Cookie compliance: A review
of the UK and US approach
UK cookie compliance comes into
force on 26 May 2012 following a
12 month lead-in period to allow
businesses time to comply with the
new rules governing the use of
cookies and the requirement to
gather informed consent from
users. The UK's approach however
is somewhat different to the US
perspective on cookies and the
enforcement action undertaken so
far by the Federal Trade
Commission to protect internet
users. Martin Fanning, Todd D.
Daubert and Anna Doherty of SNR
Denton, review both the UK and US
approaches to cookies and online
privacy, and the guidelines in place
to help  businesses comply. 
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appropriate. 
Many organisations may seek to
rely on an 'implied consent'
approach - relying on wording in a
privacy policy or cookies statement
to the effect that continued use of
the website indicates a user's
consent to the placing of cookies.
There is currently legal uncertainty
about whether this approach will
satisfy the regulators. However,
what is certain is that for such an
argument it must be clear to the
user what they are purportedly
agreeing to. Therefore, a prominent
and clear explanation of how
cookies are used is a minimum. 
In terms of other developments,
the International Chamber of
Commerce has produced a UK
Cookie guide which suggests a
user-friendly 'market standard'
classification regime and standard
consumer explanations. Such
guidance may be helpful in
assessing what approaches are
being considered by other website
operators, but it does not have legal
effect. It therefore remains to be
seen whether the impact of such a
standardised process will be to
facilitate greater public
understanding of cookies, allowing
organisations to rely more heavily
on implied consent; or whether
standardised wording will in fact
become so ubiquitous that
individual users eventually
disregard it, undermining the value
of increasing awareness of cookies.
Many companies have followed

the advice of the ICO and
completed cookie 'audits'. As a
result, many organisations have
discovered that they were not
aware of the number of cookies
that featured on their websites, nor
did they fully appreciate what they
did. The practical impact of these
audits is now beginning to filter
through, the ICO has reported
positive feedback from
organisations in the process of
developing approaches aimed at

making their websites compliant.
Such efforts are gaining
momentum, with more detailed
and user-friendly cookie policies
on the websites major
organisations. The ICO is
monitoring developments and
intends to release further guidance
before expiration of the 12 month
lead-in period in May 2012. The
ICO has indicated that it does not
anticipate a wave of enforcement
action, but does expect
organisations to have used the time
productively to ensure that they are
working towards becoming fully
compliant. The message from the
ICO is clear: it expects action to
have been taken. 

The US perspective
US lawmakers have shown little
interest in legislating prior consent
for cookies. This approach is
consistent with the US view on
privacy, which tends to rely more
on disclosure and transparency
rather than mandated practices like
opt-in requirements for cookies.
No U.S. laws specifically govern

the use of cookies. However, the
Federal Trade Commission (FTC)
has exercised its authority to
regulate unfair and deceptive trade
practices by bringing enforcement
actions against websites that have,
in the FTC's view, misused cookies.
Since the FTC focuses on unfair
practices, no regulatory framework
governs the use of cookies.
Although many states have enacted
consumer protection laws that
mirror the laws enforced by the
FTC at the federal level, none of
the states have sought specifically
to regulate cookies.

Enforcement Action
Two recent cases involving cookies
illustrate the FTC's approach.
Complaints against ScanScout and
Chitika allege that the companies
misled consumers about their use
of cookies. The FTC claimed that

ScanScout's use of 'flash cookies'
that could not be disabled misled
consumers because ScanScout's
privacy policy stated that users
could opt out. Although Chitika,
which tracked users for
behavioural advertising purposes,
offered users the opportunity to
opt-out of cookies, the opt-out
lasted for only 10 days. Both
ScanScout and Chitika agreed to
consent orders binding the
companies to 20 years of strict
practices regarding their use of
cookies.
US law does little to restrict the

use of cookies or tracking so long
as consumers are not mislead.
Websites that adequately disclose
cookie use in a privacy policy and
do not operate in a way contrary to
their policy are unlikely to face
FTC or consumer protection
complaints. Accordingly,
companies should develop simple
and clear privacy notices that
accurately describe their practices.

Are Changes in the Offing?
Both the White House and the
FTC have issued reports urging
data collectors to improve privacy
practices. As non-binding reports
focused on transparency and self-
regulation, neither represent a
significant change from the current
legal framework governing cookies.
Moreover, while Congress could
adopt legislation to codify the
principles set forth in the reports,
no specific bills to do so are
pending, and legislation is not
likely to progress significantly
during the 2012 election year.

Martin Fanning Partner
Todd D. Daubert Partner
Anna Doherty Trainee 
SNR Denton
martin.fanning@snrdenton.com
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Copyright infringement
Megaupload case
Megaupload.com was taken
down in January by the US
Department of Justice, with
millions of dollars of
Megaupload Limited’s assets
seized as part of the operation.
The self-styled founder, Mr
Dotcom, along with a number
of other key Megaupload
employees, are now facing
criminal indictments Stateside. 
The site was a file hosting
service which allowed users to
upload and share files with

others. Soon enough, the site
was being used primarily to
share and copy copyrighted
material at low cost, without a
licence to do so. Users required
a paid membership with
Megaupload to access the
majority of files.
The US indictment seeks both
to differentiate Megaupload
from other genuine online file
storage businesses and to
highlight the alleged criminal
intent behind the site, stating
the fact that files which were not
downloaded were often

removed (whereas popular files
were retained), a small propor-
tion of the revenue was attrib-
utable to storage fees, with the
business dependent on adverts
(primarily viewed when files
were downloaded), no signifi-
cant effort was made to take
down files which infringed
copyright and users were incen-
tivised, through receipt of site
credits, to upload popular files
to the site.
As is widely reported, websites
which authorise copyright
infringement cost the music

and film industry eye-water-
ingly large losses of revenue and
there has been a concerted
effort to shut down the main
offenders. Recent developments
in the US, both in respect of
Megaupload and the
movement of SOPA and PIPA
through the legislative process,
are evidence of a step-up in
such efforts. 

Vanessa Barnett Partner
Natalie Elsborg Associate
Charles Russell LLP
Vanessa.Barnett@charlesrussell.co.uk
Natalie.Elsborg@charlesrussell.co.uk

Data breach
Elavon Inc. v. Cisero's Inc.
A Restaurant filed a lawsuit
against U.S. Bank, claiming
wrongful deduction of
monies to pay fees associated
with alleged failures in the
restaurant owners’ network
security. The lawsuit, believed
to be the first of its kind, sees
merchants challenging the
penalties under the PCI self-
regulatory system.
McComb’s owned restaurant
Cisero’s entered into an agree-

ment whereby U.S. Bank acted
as Cisero’s ‘acquiring bank’ for
card transactions. U.S. Bank’s
affiliate Elavon acted as the
agent in providing payment
processing. In 2008, Elavon
notified Cisero’s that payment
cards used at Cisero’s may have
been fraudulently used. 
Visa and Mastercard alleged
that Cisero’s violated the PCI
security standards and imposed
fines. U.S Bank and Elavon paid
these fines and in turn
demanded indemnification

from Cisero’s. Instead of accept-
ing the fines, Mrs McCombs
contended that the agreement
with U.S. Bank did not contain
provisions relating to data
security at the time of the
original agreement. 
Mrs McCombs cited the
indemnification clause in the
agreement. According to
Cisero’s, merchants have no
process to challenge the penal-
ties.  Only the acquirer may
appeal a penalty. 
Cisero’s seeks a declaratory

judgment that should not be
required to indemnify U.S.
Bank and Elavon and claims
negligence on the part of U.S.
Bank, for failing to keep Cisero’s
informed regarding their
payment processing and
security obligations. Other
claims set forth by Cisero’s
include breach of contract, and
breach of fiduciary duty. 

Michelle W. Cohen Partner 
Thompson Hine LLP
Michelle.Cohen@thompsonhine.com

Patents
AS Watson BV and others v
Boots Company plc and
others 
Judgments under the new
Patents County Court regime,
have given practitioners insight
into how the court is likely to
interpret the new procedures.
This case was one of the first to
involve an application to
transfer proceedings to the
High Court.
This case involved the
infringement of AS Watson’s

Community trade mark for the
word ‘SOLIAT’ by Boots who
launched product under the
name ‘SOLEI’ or ‘SOLEI SP’.
Watson issued proceedings in
the PCC and Boots applied to
have them transferred to the
High Court.
In support of its application,
Boots argued proceedings were
between major undertakings of
the kind the PCC was designed
and placed value for the
products in excess of the PCC
‘guideline’ figure of £1 million

sales per year. Watson argued
that the case should remain in
the PCC because, contrary to
what Boots said, it was not
overly complicated and could
be tried in two days or less,
contesting Boots’ evidence as to
the value of the market for the
relevant products.
HHJ Birss QC found that the
proper administration of justice
favoured transfer to the High
Court and that the factors to be
considered on this type of
application were: size and

financial position of the parties,
value, complexity of the legal
issues, and impact on trial
length.  This judgment indicates
that the overall anticipated
length of trial and, the
economic size of the parties are
likely to be the most important
factors.

Alex Watt Senior Solicitor
Redd Solicitors LLP
alex.watt@redd.eu

Full reports in E-Commerce Law Reports (Issue 1), which is out now! www.e-comlaw.com
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